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UNITED STATES DISTRICT COURT
DISTRICT OF CONNECTICUT

UNITED STATES OF AMERICA,

Plaintiff,

No. 3:11 CV 561 (VLB)
V.

JOHN DOE 1, JOHN DOE 2, JOHN
DOE 3, JOHN DOE 4, JOHN DOE 5,
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WHEREAS the plaintiff United States of America
("Government") filed a Complaint against the Defendants, alleging that
the Defendants have been using malicious software known as
"Coreflood” to engage in wire fraud, bank fraud, and unauthorized
interception of electronic communications, in violation of Title 18,
United States Code, Section 1343, 1344, and 2511;

WHEREAS the Complaint further alleged that this Court has
both subject matter jurisdiction over the action and personal

jurisdiction over the Defendants and that venue lies in the District of

Connecticut;
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WHEREAS the allegations in the Complaint were supported
by the Declaration of Kenneth Keller, dated April 12, 2011 and made
under penalty of perjury;

WHEREAS the Defendants have failed to answer the
Complaint or otherwise to plead in accordance with Rule 12 of the
Federal Rules of Civil Procedure;

WHEREAS the Court entered a Preliminary Injunction, dated

April 25, 2011, as amended by Order, dated June 15, 2011, that, inter

alia, prohibited the Defendants from using Coreflood in furtherance of
any scheme to commit wire fraud, bank fraud, or to engage in
unauthorized interception of electronic communications;

WHEREAS the Court granted the Government's motion for
entry of default against each of the Defendants by Order dated June
16, 2011 (the "Order of Default™);

WHEREAS the Government has filed a Motion for Default
Judgment and Preliminary Injunction, dated June 16, 2011 (the “Motion

for Default Judgment”); and
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WHEREAS the Government has properly served each of the
Defendants, in accordance with the Order Authorizing Service, dated
Apr. 12, 2011, with copies of the Summons, the Complaint, the
Preliminary Injunction, as amended, the Order of Default, and the
Motion for Default Judgment, as set forth in the Declaration of Jane M.
Domboski, dated Apr. 23, 2011 and the Declaration of Jane M.
Domboski, dated June 20, 2011;

NOW, THEREFORE, IT IS HEREBY ORDERED AND DECREED
this 2\ of June2011,at_/ O (amw./jp.m.

1. The Court finds that it has subject matter jurisdiction
over this action and personal jurisdiction over the Defendants and that
venue is proper in this district.

2. The Motioﬁ for Default Judgment is granted, and the
Clerk shall enter a default judgment in favor of the plaintiff against
each of the Defendants.

3. The Preliminary Injunction, dated April 25, 2011, as
amended by Order, dated June 15, 2011, is converted and made into a

permanent injunction.
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4, A copy of this Order and the Judgment in this action
shall be served on the Defendants in accordance with the Order
Authorizing Service.

5. The Defendants are hereby advised that any appeal in
this action must be taken within sixty (60) days after Judgment is
entered by filing a Notice of Appeal with the Clerk of this Court. A
failure to file a timely Notice of Appeal constitutes a waiver of the
right to appeal.

IT IS SO ORDERED.

. .14 e
s/ Vanessa L Bryant, USDY
fenessal. S0
HON. VANESSA L. BRYANT
UNITED STATES DISTRICT JUDGE



